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Overview

● FOIA
○ What
○ Simplification
○ SSE

■ Threat model

● Verifiable SSE
○ Algorithm
○ Security properties
○ System demonstration

● Extensions



The FOIA setting



FOIA 

● Request information from government/University 
○ Emails
○ Files 
○ Documentation
○ Voicemail messages  

● Examples
○ Collaboration between industry and academia
○ The Amazon Ring case (2019, [1])

■ Privacy concerns
■ Data handling



FOIA- emails by keyword

● Given keywords, return all 
containing emails

● Desired
○ Preserve privacy of email owner

■ Avoid storing plaintext on 
cloud

○ Prevent manipulation by server
○ Prevent manipulation by client



SSE

● Symmetric Searchable Encryption
● Honest client



VSSE



Threat model

● Adversarial CSP 
○ Will store provided emails without tampering or deletion
○ May try to learn information about underlying plaintext
○ May suppress a fraction of the emails from a search query

● IND-CKA2 security
● UF-CKA security



Algorithm



Algorithm



System model



Implementation Details



Implementation Details



Implementation Details



Implementation Details

● Use HMAC
○ A secure PRF is a secure MAC
○ HMAC is a secure PRF as long as the compression function is a secure 

PRF (2014, [2])

● Use AES-CFB
○ CPA secure
○ No padding required



Demo



Extensions
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Thank you!


